                               Electronic Prescriptions for Controlled Substance (EPCS)


 per the DEA’s Interim Final Rule Guidelines June 2010

According to the DEA its Final Interim Rule on Electronic Controlled Substance Prescriptions (EPCS) that went into effect on June 1, 2010.  The DEA still has not published the final rule, but in the meantime the Interim Rule will be in effect.
The DEA has begun granting authorization to 3rd parties to certify applications (computer software programs) to transmit or receive all electronic controlled substance prescription (EPCS), including those for Schedule II, III, IV and V substances.  
E-Rx’s for Dangerous Drugs can be transmitted by practitioners and received by pharmacies without DEA certification - the DEA rule only applies to EPCS.  This rule does not require prescribing practitioners and pharmacies to utilize EPCS, it gives them the option of EPCS in addition to the traditional paper prescription that is either handed to a patient or faxed to a pharmacy.

With this in mind please note the following which is included in this Interim rule:

The DEA considers any Controlled Substance prescription received by a pharmacy as a fax or as a hard copy prescription to be paper Controlled Substance prescriptions. 

NO paper Controlled Substance prescription can be digitally signed or signed with an electronically reproduced image of a practitioner’s signature. 

ALL paper prescriptions for Controlled Substances, whether sent by fax or handed to a patient, must be manually signed by a practitioner

The following are some basic guidelines for pharmacies regarding Electronic Controlled Substance Prescriptions (EPCS) according to the Interim Final Rule:

In order for a pharmacy to receive an EPCS, a pharmacy will be required to utilize an Application (computer program) that meets DEA requirements.  Before a pharmacy can utilize an Application, the Application must be certified as having met the DEA requirements to receive EPCS.

Applications can only be obtained from an Application Provider. An Application Provider has to undergo a 3rd party audit and certification to ensure its Application meets the DEA EPCS requirements.  
In order to receive an EPCS transmitted by a prescribing practitioner using a certified Application, a pharmacy must utilize an EPCS certified Application. EPCS received by other electronic means such as email, etc are NOT valid or legitimate digital EPCS.
The DEA considers any Controlled Substance prescription received as a fax by a pharmacy to be a hard copy paper Controlled Substance prescription. NO EPCS can be transmitted and then converted to be received as a fax paper controlled substance prescription.

NO paper Controlled Substance prescription can be digitally signed or signed with an electronically reproduced image of a practitioner’s signature. 

ALL paper prescriptions for Controlled Substances, whether sent by fax or handed to a patient, must be manually signed by a practitioner.

When a pharmacy Application receives an EPCS, it will digitally sign the EPCS and authenticate it as having been properly transmitted by a practitioner using Two-Factor authentication.
EPCS will contain, at a minimum, the same information that has always been required on all Controlled Substance prescriptions.
Pharmacies must set access strict controls to ensure that only those individuals authorized to access EPCS information and dispense drugs pursuant to an EPCS are allowed to do so. The identity of any individual accessing and dispensing an EPCS must be recorded on the prescription information.
EPCS can be retrieved by practitioner name, patient name, drug name, and date dispensed. Pharmacy records must be backed up daily. All EPCS must be maintained electronically for a minimum of two years. 

In Georgia, a hard copy of each EPCS must be printed out and maintained with all other traditional hard copy controlled substances prescriptions.  An EPCS hard copy will indicate the prescription is a copy and not an original prescription. In Georgia, a pharmacy is still required to printout a daily Controlled Substance prescription log.
The following are some questions and answers that have been published for the prescribing practitioners in this state:

Is it currently legal for prescribing practitioners to transmit electronic controlled substance prescriptions (EPCS)?  

Only when using a DEA approved application for the transmission of EPCS.

Are there any important questions that prescribing practitioners should be asking when it comes to computer software companies that claim to have applications that will be capable of transmitting EPCS?

Yes, prescribing practitioners should confirm that the software application has been audited and certified by a 3rd party auditor allowed by the DEA. Physicians should also request a DEA-issued certificate to support the claim that their Application has been certified to transmit EPCS.
What about the pharmacy side of the equation?  

Prescribing practitioners should ensure that any pharmacy receiving an EPCS utilizes a DEA certified software application. An EPCS will be considered as invalid until both parties are DEA-certified. 

What should prescribing practitioners know about identity verification?  

Before any prescribing practitioner will be allowed to transmit an EPCS, they will have to verify their identity. The mechanism for doing this should be built into the software. Practitioners will have to use at least two of three authentication requirements before they will be allowed to transmit a controlled substance in Georgia, including something the practitioner knows, like a password or a PIN, something the practitioner has, like a PDA or a cell phone or a smart card, and some kind of biometric authentication, like a fingerprint reader or an optical scanner. Once verified, the prescribing practitioner will receive an authentication credential for transmitting EPCS. 

What does DEA consider unacceptable when it comes to authentication?  

A handwritten signature that has been scanned and affixed to a prescription or a simple user name and password or sending the user a message over a cell phone that the user then enters into the computer.

Use this link to find DEA guidance and FAQs on electronic prescriptions:

http://www.deadiversion.usdoj.gov/ecomm/e_rx/index.html#faq
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